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Abstract
The role of education and enforcement in ensuring compliance with a law or policy has been

debated for more than a century now. Some argue in favor of stronger enforcement, while others
advocate education and increased awareness. We reopen this debate in the context of security
circumvention by employees, which is currently a leading cause of security and privacy breaches.
Drawing from prior literature in information systems, we develop a microeconomic framework
that captures employees’ circumventing behavior in the face of security controls. This allows
us to obtain interesting insights that have implications for how an organization should employ
anti-circumvention approaches. First, education and enforcement work better in combination,
and not in isolation. Second, there could be motivations to tolerate security circumvention to an
extent, even when neither education nor enforcement is particularly costly. Finally, depending
on the context, education and enforcement may be strategic complements or substitutes—in
some situations, organizations need to invest in both simultaneously, while in others, they ought
to emphasize only the cheaper of the two options.

Keywords: Security, privacy, circumvention, education, enforcement, economics of IS

1 Introduction

In recent times, with the rapid proliferation of interconnected, networked information systems (IS),

security, privacy, and assurance of information technology (IT) have gained tremendous importance

∗A preliminary version of this paper was presented in the Hawaii International Conference on System Sciences
(HICSS), 2018. We are grateful to the review team and participants of the SITES (Strategy, Information, Technology,
Economics, and Society) minitrack for their insightful comments and constructive criticisms. This work has become
much more improved and refined because of their efforts. We are also grateful Don Lewis, the former Chief Technology
Officer of Group Health Cooperative and the President and Founder of Strategic Intersect, for the time he has spent
with us discussing some of the issues as they pertain to organizational security and privacy.
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within all types of organizations (Bulgurcu et al. 2010, Ransbotham and Mitra 2009). In order to

reduce the risks of security and privacy breaches, organizations have often invested heavily in IT

security. For example, the global IT security market “topped $75 billion in 2015,” and is expected to

hit an astounding level of $170 billion by 2020 (Morgan 2016). A major share of this expenditure

goes towards different types of security controls—controls that are supposed to reduce, or even

eliminate at times, loopholes through which hackers and other unauthorized users can gain access

to a system (Cavusoglu et al. 2005).

A wide variety of security controls are deployed by today’s organizations, access authentication

through userid and password, site blocking from organizational network, and timeout (automatic

sign off) after a period of inactivity being only a few examples. A security control usually has

two parts: (i) the control technique, and (ii) the control specification with which the technique is

deployed. For example, userid with password is a control technique for access authentication, and

the associated specification is essentially a definition of what makes certain strings of characters

acceptable as userid and password. Similarly, site blocking is a security control technique, and

the actual list of blocked sites is its specification. Although there are only a limited number of

techniques that are employed in practice, the specification set for every technique is usually quite

large, providing organizations a wide variety of choices in terms how strict they want to be in

regards to a particular security control.

Ironically, despite heavy investments towards IT security, and security controls in particular,

security and privacy breaches are only too common an occurrence in the networked world of today.

It appears that a significant part of the problem lies not with the controls themselves, but with the

human users who interact with these systems. Prior research has consistently found that, in the

face of a stricter security control, users often try to bypass or work around it, essentially diluting the

ability of the control to effectively thwart security attacks (e.g., Beautement et al. 2008, Bulgurcu

et al. 2010, Harrison et al. 2007, Herley 2009, Koppel et al. 2015, 2008, Kothari et al. 2014, Siponen

and Vance 2010). In fact, it is not just end users who are guilty of bypassing security controls;

all other types of users who interact with the system—developers, testers, security experts, or

even system administrators—can and do engage in activities that bypass the intended purpose of

security controls (Blythe et al. 2013). Clearly, the term “user” is quite generic and the problem,

quite pervasive.
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Security circumvention—a situation where a user works around a security control, thereby

defeating its purpose, at least partially—can take on many different forms.1 When a user, faced

with a stringent requirement for a complex password, writes it down on a sticky note to attach

it to the corner of his monitor—or to the back of the keyboard for that matter—it is a case of

security circumvention (Kothari et al. 2014). Similarly, when a user, faced with a list of sites that

are blocked from a company network, deliberately connects to a third-party “free” virtual private

network (VPN) to access those very blocked sites, it is also a case of circumvention.2 When a

doctor, facing repeated timeouts after a period of inactivity, places a Styrofoam cup on a proximity

sensor to fool the system to think that it is still in use, she is actually circumventing a security

control (Koppel et al. 2015). And, when a nurse on duty walks away from his station, if only for a

few minutes, without signing out of the system and, hence, leaving it vulnerable, it is certainly a

case of circumvention as well. As Blythe et al. (2013, p.82) put it, security circumvention occurs

any time “users either fail to follow an intended protocol or workflow process, or actively take steps

to defeat it.”

Why do users circumvent? While it is difficult to pinpoint one single reason (Bulgurcu et al.

2010, D’Arcy et al. 2009, Kankanhalli et al. 2003), prior field work has identified several. First,

the inconvenience caused by security controls or policies may often be the primary motivation—the

trouble of remembering a long complex password (only with a permissible combination of different

keyboard characters) or the frustration at having to repeatedly sign in to a system after periodic

timeouts from inactivity are only two of many such examples (Kothari et al. 2014). Second, the

urgency to engage in an activity that has been forbidden—the need, for example, to access certain

sites that have been blocked—could also be very strong, which might prompt the user to circumvent

by, say, connecting to a “dark” VPN (Goodchild 2010). Third, a user may also not be familiar

with the repercussions of his own activities, that is, he may grossly underestimate the extent of

the damage—to the organization and to him in turn—posed by his negligent actions (Bulgurcu

et al. 2010). For example, an employee taking a toilet break for a couple of minutes may think that

leaving the system signed in for that small time window is perhaps harmless, when, in reality, it

1Circumvention has also been referred to as noncompliance and system abuse in the IS literature (cf. Bulgurcu
et al. 2010, D’Arcy et al. 2009, Straub and Welke 1998).

2Despite dire security warnings coming from industry experts against these free VPNs (Silverman 2017), as much
as 20% of all VPN use today involves these free VPNs.
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could pose a significant security or privacy risk. Finally, a user may not be fully conversant with

the security policies and their ramifications (D’Arcy et al. 2009); such would be the case when

an executive shares her password with her personal assistant without realizing that it is not only

against her company’s own security policies, but could also be a federal crime now (Caldwell 2016).

Intentional or not, circumvention can pose significant risks to an organization (e.g., Bulgurcu

et al. 2010, Blythe et al. 2013, Bowen et al. 2006, Harrison et al. 2007, Upton and Creese 2014).

Not only do such activities dilute the effectiveness of a control, they could also open doors to

newer attacks that were not present before the control was put in place. Consider, for instance, an

organization blocking a few sites from its internal network, perhaps because it rates those sites as

potentially risky. However, if employees start connecting to third-party VPNs to reach certain sites

after they have been blocked, not only do they bear the risks posed by those blocked sites, but,

now, there is also a security threat from the VPN providers themselves, because, typically, these

VPNs are illegitimate sites posing additional risks that were not present earlier.

Circumvention not only heightens an organization’s security risks but also poses significant

privacy-related risks, above and beyond the ones that are already caused by stolen data from

security breaches. For example, sharing of passwords is quite common among clinicians (Koppel

et al. 2015). In fact, Heckle (2011) found that clinicians often offer their logged-in sessions to the

next clinician as a matter of professional courtesy. Even if such indiscriminate acts of circumvention

do not result in a major security breach, they could certainly lead an unauthorized clinical staff to

access private and sensitive patient information; this, in turn, would endanger a patient’s right to

privacy and could bring some additional legal exposure to the organization.

Given these realities, the issue of circumvention and its prevention has become a critical one for

many organizations (e.g., Blythe et al. 2013, Harrison et al. 2007, Koppel et al. 2015), and this con-

cern is shared by many practitioners. For example, Kelly (2017), a Chief Information Officer (CIO)

himself, categorically identifies circumvention by internal users as the “biggest threat” towards the

security of corporate data. Another CIO, Rajavel (2017), recognizes security circumvention by

users as one of three most important aspects of cybersecurity today. IBM Security estimates that

insider threats account for almost 75% of all security breach incidents, a large share of which comes

from noncompliance by employees (Schick 2017). Similar concerns were voiced by other industry

experts in our private conversations with them.
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Essentially, there are two approaches an organization can take towards curbing circumven-

tion (Bulgurcu et al. 2010, Guttman and Roback 1995, Kirlappos and Sasse 2014, Straub and

Welke 1998, Upton and Creese 2014, Wilson and Hash 2003): On one hand, the organization can

invest in enforcement measures, that is, towards better monitoring (auditing) of user activities

and penalizing violations when detected. On the other, it can also invest in providing sufficient

education (or training) to its employees, making them aware of the current security controls and

policies, as well as the ramifications of circumventing them; such informational programs have also

been called security awareness training in prior research (e.g., Bulgurcu et al. 2010, D’Arcy et al.

2009, Straub and Welke 1998).

To be sure, the notion of employing education and enforcement to counter noncompliance of

a law or a policy is not new and is certainly not limited to the case of security circumvention.

Both these approaches have often been used to curb many types of “illegal” behavior, such as

tobacco sales to minors, alcoholism, drunk driving, and drug abuse (e.g., Feighery et al. 1991). Put

differently, the question of whether to use enforcement or education, or both, is a fundamental one

and has been debated time and again in many different contexts.3 Interestingly, this timeless debate

is yet to be settled in a satisfactory manner, either at a generic level or within a specific context.

For instance, when the same debate surfaced within the context of underage tobacco use, using

a controlled field experiment, Feighery et al. (1991) empirically determined both enforcement and

education to be effective, though the latter to a lesser degree. However, while commenting on the

relative superiority of enforcement, the authors could not but wonder “whether enforcement alone

would have achieved the same outcomes” (Feighery et al. 1991, p.3171). Such ambiguity about the

interdependence between these two approaches persists in the security circumvention literature as

well (cf. Bulgurcu et al. 2010, D’Arcy et al. 2009, Straub and Welke 1998).

The debate is clearly far from over, and we reopen it in this essay, because the key to mitigating

undesirable behavior by social agents lies not only in revisiting these fundamental dilemmas but also

3The late nineteenth century provides the backdrop of one such interesting example. At that time, an organization
named “Anti-Saloon League” was formed in the US to start a historic fight against alcoholism, a movement that
eventually led to prohibition across the US in 1920. Within this organization, though, there were two very distinct
lobbies, one led by a lawyer named Wayne Wheeler who wanted to make enforcement the main focus of the league,
and the other led by Ernest Cherrington who wanted to make educating citizens about the dangers of alcohol their top
priority. Those were competing philosophies then—essentially, education was viewed as a substitute for enforcement—
and it was thought that there would be less need for enforcement if, upon education and enlightenment, citizens on
their own stayed away from alcohol.
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in developing a theoretical foundation that can help us better understand the economic incentives

behind such behavior. The following research questions emerge:

• How effective are these two approaches, and should one be preferred to the other? If so, under

what conditions would it be preferable?

• Despite being viewed as an important concern, why is circumvention still so common today?

Could there actually be an economic rationale for tolerating some circumvention?

• Do these two approaches act as substitutes or complements of each other? What factors or

considerations moderate this important behavior?

When viewed within the context of security circumvention, answers to these questions are critically

important to an IT manager for planning, budgeting, and developing a comprehensive organiza-

tional strategy to curb security and privacy threats posed by circumvention.

To answer these questions, we set up a simple modeling experiment using constructs borrowed

from standard microeconomic models. We consider a user base that is heterogeneous in the benefits

derived from, and costs incurred for, circumvention. We also consider organizational losses arising

out of security loopholes as well as circumvention. A game is setup where the organization first

chooses its levels of investment for both education and enforcement. Based on that, the users choose

whether or not to circumvent. We solve for the equilibrium of this sequential game and perform

comparative statics on the cost parameters for education and enforcement to answer our research

questions.

Our answers are interesting. We find that neither approach dominates the other one through-

out. We also find that neither approach is sufficient on its own, and a combination is usually

the best way forward. These two results, although somewhat intuitive, provide important insights

about organizational policy on circumvention. We also find that, in a significant portion of the

parameter space, these two approaches to prevent circumvention complement each other, and cu-

riously, their levels either increase or decrease together as the parameters are changed. In general,

when circumvention can be reasonably controlled or fully mitigated, enforcement and education

are best viewed as substitutes of each other, and the manager may shift resources from one to the

other depending on their relative costs. However, when circumvention is widespread, effectively
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addressing circumvention requires leveraging the complementarity between these two approaches,

and a manager should then invest in both simultaneously, instead of preferring one to the other.

Our analyses also lead to some additional insights. For example, we find that, when hackers are

strategic or when circumvention involves a marginal cost borne by the user, it cannot be optimal

for the organization to fully eradicate circumvention. In other words, a zero-tolerance policy may

have its intuitive appeal, but it may not be the ideal choice in many real-life situations.

2 Literature

Our research overlaps with the extant literature on the economics of information security. This

literature has grown substantially in recent years. Of particular relevance are papers that discuss

issues pertaining to investments in IT security. For example, Gordon and Loeb (2002) consider the

decision to invest in security using an economic model that weighs the cost of security against the

expected loss from attacks. In a subsequent empirical work, Gordon and Loeb (2006) make the

point that such cost-benefit analysis is quite common in practice. Cavusoglu et al. (2008) argue

that a game-theoretic approach actually leads to a more effective security investment decision when

compared to such decision-theoretic approaches. This is because the attackers often strategically

respond to the level of investment, which makes their activity level endogenous to the decision to

invest in information security. Herath and Herath (2008) propose a real-options model to evaluate

security investment decisions. Anderson and Moore (2006) and Varian (2000) look at the provision

of security from the perspectives of underlying incentives, legal liability, and network externalities.

Our main contribution to this literature is that we discuss how investments should be targeted—

should they primarily target enforcement or should they emphasize education—in an organizational

setting in which employees engage in circumvention of security controls.

The literature on security controls is also important. Lee et al. (2016) examine the role of

security standards in a context where not all security controls are verifiable. Our focus is neither

on verifiability nor on standards. We simply focus on the consequences of circumvention and the

economic losses resulting therefrom. As mentioned already, our motivation is actually rooted in the

long stream of research that highlights how users often bypass and work around security controls, in

essence rendering them useless (Beautement et al. 2008, Harrison et al. 2007, Herley 2009, Koppel
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et al. 2015, 2008, Kothari et al. 2014). According to Koppel et al. (2015), in many cases, these

circumventions have become the norm, rather than the exception. Blythe et al. (2013) observe that

users often see circumvention as a necessary means to get their job-related activities done, and not

because they intend anything malicious.

Our work is also related to the stream of research in the behavioral IS literature that deals

with the issue of noncompliance and system abuse. The findings are often mixed. In particular, it

has been demonstrated that stronger enforcement—detection of policy violations as well as tougher

sanctions on violators—is effective in improving IS security (Kankanhalli et al. 2003, Straub and

Nance 1990, Straub and Welke 1998). However, Siponen and Vance (2010) argue that employees

may engage in policy violations even in the presence of tough sanctions, because employees tend

to engage in rationalizations that reduce the deterring effect of sanctions. Interestingly, though,

educating employees about the real risks of getting caught and the severity of likely punishments

turns out to be quite helpful in this regard (Straub 1990). Bulgurcu et al. (2010) and D’Arcy et al.

(2009) further show that IS security policies and awareness programs are also useful in addressing

intentional violations by employees. Put differently, while this stream establishes enforcement

and education as two practical approaches towards circumvention, it is silent about the interplay

between these two approaches, an issue we take up in this work.

Even though it does not directly consider the interdependence between education and enforce-

ment, the above research stream provides a clear characterization of factors that affect users’ atti-

tude towards circumvention. For example, drawing from deterrence theory, D’Arcy et al. (2009),

Straub (1990), and Straub and Welke (1998) argue that a user’s intention to circumvent is negatively

impacted by the perceived probability of detection as well as the perceived severity of sanction (if

circumvention is detected). D’Arcy et al. (2009) also find that awareness training positively impacts

these perceptions. Bulgurcu et al. (2010) find that a user’s attitude is influenced by three factors:

(i) benefit of compliance, (ii) cost of compliance, and (iii) cost of noncompliance, and argue that

these costs and benefits are simply individual beliefs and may be different for different users. In our

work, we borrow much of the user behavior from this literature and place it within a microeconomic

framework, essentially a game-theoretic setting with strategic interactions between rational agents.
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3 Model Setup

We consider a sequential game in which the organization first chooses whether or not to implement

a new or a stricter security control and, if it does, the levels of education (training) and enforcement

to accompany this particular control. User education, the level of which is denoted x, may include

but is not limited to (Guttman and Roback 1995, Wilson and Hash 2003):

• seminars and training sessions for the control,

• repeated reminders explaining the control,

• videos and other links related to the control, and

• online tutorials and accompanying quizzes.

Essentially, any activity resulting in dissemination of information related to the control or its

enforcement contributes positively towards x. In that sense, periodic notices, electronic or physical,

explaining to employees the need for the control and likely penalties of circumventing it, are also

parts of educating the user and contribute to x, our proxy for education level.

Likewise, y in our model is a proxy for the enforcement level; anti-circumvention enforcement

measures may include, among other things (Bowen et al. 2006, Guttman and Roback 1995):

• physical inspection and monitoring,

• automated (real-time or batch) inspection and monitoring,

• analysis of users’ activity logs, and

• increasing the penalty level for violations.

Given the organization’s circumvention policy 〈x, y〉, that is, its choice of education and enforce-

ment levels, our users make a decision about whether they should circumvent the security control.

We traverse this time line backwards, starting with the user behavior.

3.1 User Behavior

We consider a normalized user base of mass one. We assume that users are heterogeneous and have

different valuations, w, for circumventing a specific security control. A user who faces a higher
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level of inconvenience from a stricter control should have a higher w. Similarly, a user with a

greater urgency to engage in a prohibited activity—such as visiting a blocked site—is also likely

to have a higher w. Essentially, our w is the same as the cost of compliance, net of benefits of

compliance (Bulgurcu et al. 2010).

Users are also heterogeneous in the cost or expected penalty, p, they incur when engaging in

circumvention; in other words, our p is akin to the cost of noncompliance in (Bulgurcu et al. 2010).

There are many aspects that may appear as a part of this p; we list only a few below (D’Arcy et al.

2009, Herley 2009, Myyry et al. 2009):

• the expected penalty imposed on the user, that is, the probability of getting caught times the

penalty on getting caught,

• the cost associated with learning the tricks to circumvent a specific control, especially when

the control is not easy to bypass, and

• the moral cost in causing real harm to his or her own organization.

Therefore, a user 〈w, p〉 gets a net benefit of v = w − p from circumvention, and his individual

rationality (IR) would dictate him to circumvent if and only if v > 0. As shown in Figure 1, we

assume v is uniformly distributed.4

Assumption 1 The net benefit, v, is uniformly distributed over an interval [a, b], that is, v−a
b−a is

uniform over [0, 1].

v

-
a c−y 0 b

Do Not

Circumvent
Circumvent

Figure 1: Users Choose to Circumvent (or Not Circumvent) Based on Their Net Benefit, v

Since users react to the organization’s adopted circumvention policy 〈x, y〉, we should expect

their circumvention behavior—and hence the distribution of v—to depend on both the level of

4Two points need further clarifications here. First, w and p always appear together as v = w − p in the users’ IR
constraint. Therefore, the individual heterogeneities in w and p are not important, and the only thing that matters
in the end is the final distribution of v. Second, our assumption of a uniform distribution is only for analytical
tractability; our results are robust to other distributional forms as well.
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education, x, and enforcement, y. This is easily captured by endogenizing the end points, a(x, y)

and b(x, y), as functions of x and y. To understand the nature of these functions, we must examine

the underlying mechanisms through which enforcement and educational activities manifest them-

selves in the user’s net benefit, v. First, as mentioned earlier, typical enforcement activities involve

physical and virtual monitoring and analyses of users’ interactions with the system; these activi-

ties, in essence, increase the chance of detection (Bowen et al. 2006, Guttman and Roback 1995).

In other words, when enforcement level increases, the probability for a user to get caught while

circumventing increases. Enforcement activities could also involve imposing heftier penalties—

including suspension, fine, reprimand, or even a termination of employment—when caught in the

act of circumvention (Straub and Nance 1990, Walsh 2004). Since the expected penalty faced by a

user is the probability of getting caught times the actual penalty when caught, all in all, stronger

enforcement implies a higher expected penalty, ∂p̄
∂y

> 0, and a correspondingly lower net benefit to

all users. Therefore, it is reasonable to assume that the mean of v, denoted v̄, decreases with y,

that is, ∂v̄
∂y = −∂p̄

∂y < 0. We assume a simple linear relationship and, accordingly, capture this mean

as v̄ = c − y; see Figure 1.

Assumption 2 The mean of the distribution is given by:

v̄ =
a(x, y) + b(x, y)

2
= c − y, where c is a constant. (1)

In contrast, the impact of education on the users’ benefit is not as direct. To understand, we

must recognize that a significant component of users’ heterogeneity in v arises out of imperfect or

partial information. Uninformed or partially informed users are likely to under- or over-estimate,

among other things, the real cost borne by the organization, the difficulty in working with a new

security control, or even the expected penalty imposed by an organization (D’Arcy et al. 2009,

Kirlappos and Sasse 2014, Wilson and Hash 2003). Viewed differently, even if all users had the

same value for v in reality, a lack of perfect information guarantees that they do not know this true

value. Therefore, users with different levels of (mis-)information would have different perceptions

of v, leading to a distribution around the true value (Bulgurcu et al. 2010).

Now, since security education or training activities are often designed specifically to foster user

awareness and reduce such information gaps, we would expect educated users to have a better
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knowledge of the real threats faced by the organization, a better understanding of the difficulties

posed by a stricter security control, and a better estimation of the expected penalty imposed by the

organization. All in all, we should expect educational activities to bring users closer to the mean,

v̄; so, it is logical that user awareness programs should reduce the overall variance in v, by reducing

users’ lack of perfect information about the true benefit. Since v follows a uniform distribution in

our setup, the only way to capture this reduction in variance is to constrict the spread, (b−a), and

make it a decreasing function of x.

Before deciding on an appropriate functional form, we must also note that, although more

information can reduce the spread, it can never remove the heterogeneity completely. This is

because there is also an inherent component in users’ heterogeneity that is not related to their

information asymmetry—even when all users have perfect information, they are likely to exhibit

some level of heterogeneity simply because of their intrinsically different preferences. This restricts

us to only those functional forms that satisfy b(x, ·)−a(x, ·) > 0 for all finite values of x. Therefore,

to represent the spread of the distribution, we use the simplest functional form that conforms to

all these requirements.

Assumption 3 The spread of the distribution of v is given by:

b(x, y)− a(x, y) =
2α

1 + x
, where α is a constant. (2)

We can now solve (1) and (2) to endogenize a and b:

a(x, y) = c − y −
α

1+x
, and b(x, y) = c − y +

α

1+x
.

Clearly, the density function for the net benefit, v, can be expressed as:

f(v) =















1+x
2α

, if v ∈ [c−y− α
1+x

, c−y+ α
1+x

],

0, otherwise.

Since we know from users’ individual rationality (IR) that every user with a v ∈ (0, b] would engage
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in circumvention, we can easily find the size of this segment as a function of x and y:

s(x, y) = b(x, y)×
1 + x

2α
=

1

2
−

(1 + x)(y − c)

2α
. (3)

Before proceeding further, we need to put some restrictions on c and α to make the model realis-

tic. Prior research has clearly identified that the circumvention level, s(x, y) in our model, decreases

with both education and enforcement (Bulgurcu et al. 2010, D’Arcy et al. 2009, Kankanhalli et al.

2003, Straub 1990, Straub and Nance 1990, Straub and Welke 1998), implying that (i) ∂s
∂x < 0 for

all y and (ii) ∂s
∂y

< 0 for all x. The second restriction is automatically satisfied by s given in (3).

However, the first restriction can only be satisfied if c < 0. Therefore, we limit our analysis to only

that part of the parameter space where c < 0. Finally, we expect s(0, 0) to be positive. Otherwise,

not a single user would engage in circumvention, even if the organization spends nothing on edu-

cation and enforcement; the issue of circumvention then becomes moot. Hence, we only consider

those parameter values for which s(0, 0) > 0 holds, which is simply equivalent to c + α > 0. We

now state them formally.

Assumption 4 The parameters c and α in Assumptions 2 and 3 satisfy: (i) c<0 and (ii) c+α>0.

3.2 Organization’s Problem

We assume that the organization’s expected loss from the loophole it is trying to plug using the

new or the stricter control is L; in other words, if there were no circumvention, implementing the

control is worth L to the organization. However, a portion of this saving is likely to be lost to

circumvention; we expect it to be proportional to the fraction of users circumventing the control

and write it as Lµs(x, y), where µ > 0 is the constant of proportionality and s(x, y) is as given

in (3). Without loss of generality, we can normalize L to one.

Assumption 5 The net value of the security control after circumvention is (1 − µs(x, y)), where

µ > 0 represents the relative magnitude of the damage caused by circumvention.

To complete our model specification, we need to consider the costs associated with education,

x, and enforcement, y. We assume a standard quadratic form for both.
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Assumption 6 The costs associated with education and enforcement levels x and y are βx2

2 and

γy2

2 , respectively, where β, γ > 0.

If the organization chooses to deploy the stricter control, we can combine the above and write

its objective function as:

z =

(

1 − µs(x, y)−
βx2

2
−

γy2

2

)

. (4)

The organization chooses x > 0 and y > 0 to maximize z, subject to s(x, y) ≥ 0. Of course, the

organization’s individual rationality (IR) would require that the optimal value, z∗, be positive—a

new or a stricter security control, along with its associated education and enforcement levels, is not

worth implementing if there is no net benefit from doing so, when compared to doing nothing at

all.

4 Results

In equilibrium, the parameter space gets partitioned into three distinct regions:

Proposition 1 Let

g1(γ) = γ(2α(γc2+µ)−µc) −
√

γ(γc2+2µ)(2αγc−µ)2, and g2(γ) = 8α2γ+µ2−4αγµ(c+α).

Further, define:

h1(γ) =















µ3

2αg1(γ) , if γ > µ
2α(c+α) ,

∞, otherwise,

and h2(γ) =















µ2(2−γc2−µ)
g2(γ) , if γ > µ2

4α(cµ+α(µ−2)) and µ> 2α
c+α ,

∞, otherwise.

Then, the following equilibrium outcomes emerge:

• Circumvention Region: When h1(γ) ≤ β ≤ h2(γ), the organization implements the con-

trol, but some users circumvent it.

• No-Circumvention Region: When β < h1(γ), the control is implemented, and no users

circumvent it.
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3

• No-Control Region: When β > h2(γ), the organization decides not to implement the

control.

The result in Proposition 1 is better visualized in Figure 2. As can be seen from this figure, when

β is small or γ is small, or both, the organization can effectively eliminate all circumvention by

users, either by providing sufficient education or by increasing the level of enforcement, or by using

a combination of the two. When β and γ are both high, the organization simply cannot afford

either approach and decides to not implement the control at all. In the middle, where β and γ

take on moderate values, the control is adopted, along with a combination of enforcement and

educational activities; circumvention is controlled to an extent, but cannot be fully eliminated.

Any organization struggling with the issue of circumvention should belong to this middle region.

We now look at the organization’s optimal choices of education and enforcement levels:

Proposition 2 The optimal levels of education and enforcement can be expressed as follows:



16

• Circumvention Region (h1(γ) ≤ β ≤ h2(γ)):

x∗ =
µ(µ − 2cαγ)

4α2βγ − µ2
, and y∗ =

µ(2αβ − cµ)

4α2βγ − µ2
.

• No-Circumvention Region (β < h1(γ)): x∗ is the only real and positive solution of:

αγ(c(1 + x) + α)

(1 + x)3
− xβ = 0,

and y∗ = c + α
1+x∗ .

• No-Control Region (β > h2(γ)): x∗ = y∗ = 0, trivially.

The results in Proposition 2 are presented in Figure 3. Proposition 2 and Figure 3 tell us an

interesting story; they show that both the approaches, education and enforcement, work hand-in-

hand against circumvention. Therefore, they are both required for dealing with circumvention, and

neither approach can achieve it on its own. For any values of β and γ satisfying β ≤ h2(γ), both

x∗ and y∗ are positive, implying that it is more effective to use the two approaches in combination,

rather than in isolation. In other words, neither approach dominates the other in preventing

circumvention. Of course, the correct mix depends on their relative costs, as parameterized by β

and γ.

Proposition 3 The optimal level of education, x∗, is monotonically decreasing in β, and the opti-

mal enforcement level, y∗, is monotonically decreasing in γ, that is, ∂x∗

∂β ≤ 0 and ∂y∗

∂γ ≤ 0. However,

the relationship between x∗ and γ, as well as that between y∗ and β, is not monotonic. More specif-

ically, ∂y∗

∂β
, ∂x∗

∂γ
≥ 0 in the no-circumvention region, but ∂y∗

∂β
, ∂x∗

∂γ
≤ 0 in the circumvention region.

The results in the first part of Proposition 3 are intuitive. As the cost for education (or enforcement)

goes up, we would expect to see the organization cutting down on its level; likewise, as the marginal

cost goes down, we should expect the level to increase. On the other hand, when β goes up, we

would expect the organization to shift resources from x to y, implying ∂y∗

∂β ≥ 0; likewise, we can

expect ∂x∗

∂γ
≥ 0. However, this intuition does not hold in the circumvention region, a situation

many organizations are likely to find themselves in. All these trends are clearly discernible from

Figure 3 as well.
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3

Theorem 1 Education and enforcement complement each other in the circumvention region but

act as substitutes in the no-circumvention region.

This may come across as counterintuitive at first. Education and enforcement are both means

to the same end—mitigation of circumvention. It is only natural to anticipate that they would be
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substitutes of each other—when one becomes costlier, we expect it to be reduced with an accom-

panying increase in the level of the other. Theorem 1 formally establishes that, while this intuition

remains valid in the no-circumvention region, it no longer holds in the circumvention region. In

the circumvention region, these two approaches evidently complement each other, increasing or

decreasing in a lockstep manner as model parameters vary.

The intuition behind this surprising result is actually found in (3), wherein ∂s
∂x

and ∂s
∂y

are both

negative, implying that the circumvention level is decreasing in both x and y. Interestingly, the rate

of decrease with respect to x is actually increasing in y, and that with respect to y increasing in x,

that is, ∂
∂y

(

− ∂s
∂x

)

= ∂
∂x

(

− ∂s
∂y

)

= 1
2α

> 0. In other words, education is more effective in mitigating

circumvention and is of greater value when enforcement is stronger; similarly, enforcement is more

effective and valuable when users have more information. That education and enforcement have

such a reinforcing effect on each other is also consistent with practice. Enforcement is a more

effective deterrent only when users are made aware of it (Bulgurcu et al. 2010), since it is their

awareness that allows users to form perceptions about relative costs and benefits of noncompliance.

At the same time, education is more effective only when the threat of sanctions is credible (Straub

and Welke 1998). Therefore, when circumvention is rampant and a rapid decrease in its level

is required, education and enforcement bolster each other’s effect and act as complements. In

contrast, when circumvention is already under control and the objective is to simply keep it in

check, a rapid decrease in the circumvention level is no longer necessary. It is only then that

education and enforcement start substituting for each other—increasing one while reducing the

other commensurately becomes sufficient to hold circumvention down.

There is a more mathematical way of looking at Theorem 1. The objective function in (4)

happens to be supermodular in x and y, because ∂2z
∂x∂y = −µ ∂2s

∂x∂y = µ
2α > 0. Therefore, for the

interior maximum, complementarity across strategic choices are guaranteed (cf. Sundaram 1996,

ch.10). Viewed another way, the complementarity actually stems from the way x and y directly

impact the circumvention level, s. Of course, this complementarity does not extend to the no-

circumvention region as we do not have an interior solution there.

Before moving on, a quick note is necessary. It might be tempting to conclude that the result

in Theorem 1 is closely tied to the geometry of the problem and, in particular, to the specification

of s that makes z supermodular. This, however, is not necessarily true. The main insight—the two
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anti-circumvention approaches are best viewed as strategic complements in the face of widespread

circumvention, and as strategic substitutes when circumvention is reigned in—happens to be a lot

more fundamental than the geometry or the specification of s itself. In fact, it is not necessary

that both the circumvention and no-circumvention regions exist in equilibrium for this important

insight to remain applicable. We discuss this next.

5 Circumvention and Strategic “Hacker”

A discussion of an organization’s strategic choices in the face of security risks from circumvention

would be largely incomplete without an analysis of the strategic dimension of hackers’ opportunistic

behavior. Indeed, absent such strategic behavior, circumvention poses little security or privacy risks

to an organization. For, an incident involving circumvention can turn into a real threat only when

someone—a hacker in the absence of a better term—is actively looking for such an incident while

searching for an opportunity to hack into the system and breach its security control. It is only

reasonable that such hackers would act in a strategic manner, implying that they would weigh

their efforts against the potential benefit or, as it is often called, the payload.

Prior research has argued that hackers’ payload is essentially (proportional to) the damage

they can cause through the hack (cf. Dey et al. 2012, Png and Wang 2009). We too adopt this

as our account of a hacker’s strategic behavior and denote the payload as µ(e)s, which, according

to Assumption 5, is also the organization’s loss due to circumvention. The only difference is that

µ(e), the relative magnitude of the damage caused by circumvention, is no longer a constant; it

now depends on e, the effort level exerted by the hackers. In practice, we would expect µ(e) to be

an increasing function of e, satisfying the boundary condition of µ(0) = 0. We consider a simple

linear form: µ(e) = µe, wherein µ > 0 once again becomes a constant for notational brevity.

The time line of this sequential game is as follows: the organization first chooses 〈x, y〉; each

user then decides whether or not to circumvent, which determines s(x, y); finally, the hackers

choose their effort level, e. We assume that a hacker’s cost or disutility for an effort level e is

ηe2

2 , η > 0, leading to the hacker’s optimization problem: maxe

(

µes − ηe2

2

)

, which has a simple

solution of e∗ = µs
η

. Therefore, the damage caused by strategic hackers becomes (µs)2

η
. Our earlier

Assumption 5 must then be replaced by the following result:
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Lemma 1 The net value of the security control after circumvention is
(

1 −
(µs(x,y))2

η

)

, where µ, η >

0 and s(x, y) is as in (3).

Therefore, if the organization decides to deploy the control, its objective function now becomes:

z =

(

1 −
(µs(x, y))2

η
−

βx2

2
−

γy2

2

)

.

Once again, the organization chooses x > 0 and y > 0 to maximize this new z, subject to s(x, y) ≥ 0.

As before, the organization’s individual rationality (IR) would require that the optimal value, z∗

is positive. It turns out that, unlike before, the organization’s decision problem now has a valid

interior solution for the entire (β, γ) space except, of course, at very high values of β and γ where

the organization adopts the no-control strategy and collects a pay-off of zero. In other words, we

have:

Theorem 2 When hackers are strategic, the no-circumvention region disappears. As long as a

control is adopted, there are always some users who circumvent it.

Theorem 2 seems surprising. Now that hackers are acting strategically and looking to exploit

employees’ circumventing behavior more opportunistically, one would expect the organization to

become extra cautious about the possible threats that circumvention poses; it would then seem

logical that the organization clamps down on circumvention more forcefully in an effort to curb it

further. However, what we find in Theorem 2 is exactly the opposite—when hackers are strategic,

the organization actually relents, allowing some level of circumvention to persist.

Although counterintuitive, Theorem 2 can be explained in the following manner. When cir-

cumvention reduces, so does the hackers’ incentives to exploit it. Therefore, when circumvention is

low enough, and hackers are sufficiently discouraged, further reduction in circumvention has little

marginal impact on the organization’s benefits and does not pay for itself. It is only when γ = 0

or β = 0 that the organization finds it worthwhile to fully eradicate circumvention by choosing

(x∗, y∗) so as to make s(x∗, y∗) = 0; however, this boundary solution also happens to be an interior

solution now.

Theorem 2 provides practical insights for organizations as well. It clearly shows that it is not

really necessary for an organization to try to eradicate circumvention completely. As long as it is
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3

under control, that is, as long as it is at a reasonably low level, circumvention has little chance to

attract strategic hackers widely. Therefore, there is little need for an organization to get carried

away in its anti-circumvention efforts, even when such efforts are not that costly. Since we expect

hackers to be strategic in practice, this insight is quite relevant for IT managers grappling with the

issue of circumvention while setting an appropriate budget for education and enforcement.

Theorem 2 tells us that only two equilibrium regions—circumvention and no-control—are pos-

sible in this revised setup. The boundary between the two regions, still denoted by β = h2(γ),

can be found by equating the interior z∗ to zero. Figure 4 clearly shows these two regions, along

with the boundary between them for three different values of η. It is clear from the plots that the

circumvention region expands, and the no-control region shrinks, as η increases. This is along the

expected lines. As η increases, hackers’ effort becomes costlier, so they cut down on their hacking

efforts to breach the security. Thus, facing a lower level of threat from circumvention, the organi-

zation prefers to tolerate some circumvention and deploys the control over a larger portion of the

parameter space.
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Proposition 4 When hackers behave strategically, if the organization chooses to deploy the control,

its optimal choices for education and enforcement levels are x∗ and y∗, where y∗ =
µ2(1+x∗)(c(1+x∗)+α)

2α2γη+µ2(1+x∗)2
,

x∗ = r∗ − 1, and r∗ is the unique real root of the following fifth-order polynomial equation:

4α4βγ2η2(r−1) + 2α2γηµ2
(

2βr2(r−1) + γc(cr+α)
)

+ µ4r
(

βr3(r−1)− αγ(cr+α)
)

= 0.

Proposition 4 echoes the result in Proposition 2 that education and enforcement are both re-

quired to effectively deal with circumvention; clearly, neither approach can do it on its own. Now,

how should an organization view education and enforcement, as substitutes or as complements?

Since the circumvention region has completely subsumed the no-circumvention region now—and

since the specification of s remains exactly as before—it might be tempting to conclude that educa-

tion and enforcement would now always complement each other. Such a rush towards a conclusion,

though, would not be prudent, because our earlier result in Theorem 1 that education and enforce-

ment are complements in the entire circumvention region no longer holds. The next theorem states

this more formally:

Theorem 3 When hackers behave strategically, education and enforcement could act as substitutes

or as complements in the circumvention region. More specifically, let β = h3(γ) be the unique

positive solution of:

α + 2(1 + x∗)(c− y∗) = 0.

Then, for all (β, γ) values satisfying β > h3(γ), education and enforcement act as complements;

for the remaining portion of the circumvention region, they are substitutes.

Theorem 3 is perhaps better viewed in the form of Figure 5, where the boundary, β = h3(γ),

is plotted for three different values of η. Theorem 3 and Figure 5 reaffirm the fact that, for a

significant portion of the parameter space—for β > h3(γ) to be precise—education and enforcement

complement each other in curbing circumvention. It is only when either of them becomes really

cheap, and circumvention can hence be reigned in, that we see them become substitute to each

other. Viewed another way, for moderate values of β and γ, as either one decreases, the optimal

levels of education and enforcement start increasing simultaneously. However, when, β (or, γ)

becomes very small, education (or, enforcement) becomes very cheap and the organization starts
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3

increasing x (or, y) to such a high level that it now starts substituting for y (or, x).

Finally, it is clear from Figure 5 that, as η decreases, the complementarity region shrinks and

the substitutability region expands. Evidently, as η decreases, the hackers step up their efforts,

resulting in a higher expected damage to the organization. Facing a higher level of damage due

to circumvention, the organization is then compelled to make s(x, y) even smaller, so that the

strategic hackers are discouraged even further. And, as we already know, when s(x, y) is small, the

substitution effect between x and y takes over, leading to an expansion of the substitutability region.

In fact, for a sufficiently small value of η, the h3 boundary in Figure 5 may actually overtake h2 in

Figure 4, making the complementarity region completely disappear. Such a situation is depicted in

panel (a) of Figure 6, where h3 is above h2 and the complementarity region disappears. The other

situation—moderate or high values of η where the complementarity region persists—is shown in

panel (b) of Figure 6.



24

0 4 8 12

β

0

4

8

12
γ

.

......

......

......

......

......

......

......

......

.

......

......

......

......

......

......

......

....

......

......

......

......

......

......

......

......

......

......

......

......

......

..

......

......

......

......

......

.....

......

......

......

......

......

.

......

......

......

......

....

......

......

......

......

...

......

......

......

......

......

.

......

......

......

......

......

....

.......

.......

.......

.

.......
.......
......

.......
.......
.......
.

.......
.......
......

.........
....

............
...

................
................. .................. ......... ........... ............. ................ ............ ................ ................... ............. ................ .................. .............................................. ............................................. ............................................. ............................................. ............................................. .............................................

β=h2(γ)

........
......
..

......
.......
....

......
......
..

.......

.....

......
.......
.

.......
.....

.......
...

.......
.......
.......
.

.......
.......
.....

.......
.......
..

.......
.......
..

.......
.......

.......
.....

........
.......
........

........
........
.....

........
........
...

.........
......

..........
.........

...........
...........

.............
..

..............
....

...............
.....

............... .................
................... ............... ................. .................. ...................... .......................... ...................... ..........................

.........................................
......

β=h
3 (γ)

Substitutability
Region

No-Control
Region

(a) η = 0.5

0 10 20 30

β

0

10

20

30
γ

.

.......
.......
...

......
.......
....

.......
.......
..

.......
......

........
..

........
.......
....

........
.......
..

........
........

..........
.........
..

............
...........

..............
..............

....

..................
...........

......................
.......

...........................
.....

..............................
.....

.............. ................ ................... ...................... ........................ .............................................. ..............................................β=h2(γ)

.

......

......

......

......

......

......

......

......

......

......

.

......

......

......

......

......

......

......

......

......

.....

......

......

.....

......

......

......

......

......

......

...

......

......

......

......

......

......

......

......

......

......

......

......

......

......

......

..

......

......

......

......

......

.....

......

......

......

......

......

.

......

......

......

......

....

......

......

......

......

.

......

......

......

...

......

......

......

......

......

......

....

......

......

......

.

.......
.......
..

.......
.

.......
..

.........
..
..... ....... .......... ..... ....... ......... ........... ......... ............................. ......................... ..................... ................. ............. ................ ................... ..................... ........................ ........................... .............................. ................................ ..................................................................................................................................................................................

β=h3(γ)

Subsitutability

Region�
��	

No-Control
Region

Complementarity

Region

(b) η = 1.5

Figure 6: Partitions of the (β, γ) Space; α = 2, µ = 3, c = −1
3

6 Non-Zero Marginal Cost of Circumvention

An implicit assumption in our modeling setup is that a user faces no marginal cost per act of

circumvention. Therefore, they either circumvent fully or they do not circumvent at all, depending

on whether their v is positive or negative, and all users engage in essentially the same level of

circumvention. Although a zero marginal cost may make sense for certain controls, it might be too

restrictive in certain others. For example, a user trying to access blocked sites may have to take the

pain of connecting to a third party VPN every time he accesses such a site. This per-connection

cost may reduce the frequency with which he engages in this task. To capture this, we model

user v’s level of circumvention as l and set his cost of circumvention to χl2

2 , where χ > 0 is a cost

parameter.5 Since a user gets a net benefit that increases with l, we set it at lv.

5One could argue that a user experiences only a fixed marginal cost for circumvention, making the total cost linear,
and not quadratic. It turns out that, in the case of a linear circumvention cost, all our original results in Section 4
hold as stated. To see this more clearly, consider user v’s circumvention cost to be χl, making his net utility l(v−χ).
Therefore, the user would circumvent if and only if χ < v ≤ b. The level of circumvention can then be written as:

s = (b − χ) ×
1 + x

2α
=

1

2
−

(1 + x)(y − c + χ)

2α
.

Comparing this with (3), it is easy to see that, now, we simply get back our original formulation with c being replaced
by (c − χ).
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Then, the user’s net utility becomes
(

lv − χl2

2

)

, the concavity of which ensures that the user

desires circumvention only up to a point. Maximizing this utility, we can find the user’s optimal

level of circumvention as: l∗(v) = v
χ , which can be integrated over all circumventing users v ∈ (0, b]

to find the total level of circumvention as:

1 + x

2α

b
∫

0

l∗(v)dv =
α(s(x, y))2

χ(1 + x)
,

where s(x, y) is as in (3). Assumption 5 should then be replaced by:

Lemma 2 The net value of the security control after circumvention is
(

1 − µ
α(s(x,y))2

χ(1+x)

)

, where

µ, χ > 0.

Therefore, if the organization chooses to deploy the stricter control, its objective function now

becomes:

z =

(

1 −
αµ(s(x, y))2

χ(1 + x)
−

βx2

2
−

γy2

2

)

.

Interestingly, this decision problem, too, has a valid interior solution for the entire (β, γ) space,

except at very high values of β and γ where the organization adopts the no-control strategy.

Theorem 4 When users face a non-zero marginal cost for circumvention, the no-circumvention

region disappears, and, if a control is adopted, there are always some users who circumvent it.

Theorem 4 clearly tells us that, just as in the case of strategic hackers, it is not necessary to

eradicate circumvention fully when users face a marginal cost to circumvent. If the net benefit v

can be restricted to a small enough level, the marginal cost would force the users to reduce their

circumvention activities to an extent that circumvention loses its teeth in causing harm to the

organization. This way, circumvention becomes a lot more tolerable to the organization.

Theorem 4 also indicates that, once again, only two equilibrium regions—circumvention and

no-control—are possible. The boundary between the two regions can be found by simply equating

the interior z∗ to zero. It can be shown that this boundary shifts upwards with an increasing χ,

thereby shrinking the no-control region. As χ increases, users cut down on their circumvention

activities. Thus, facing a lower level of circumvention, the organization deploys the control over a

larger portion of the parameter space.



26

Proposition 5 When users face a non-zero marginal cost for circumvention, the organization’s

optimal choices for education and enforcement levels when deploying a control are given by x∗ and

y∗, where y∗ = µ(c(1+x∗)+α)
2αγχ+µ(1+x∗) , x∗ = r∗ − 1, and r∗ is the unique real root of the following fifth-order

polynomial equation:

γµ2(cr + α)2

r(2αγχ + µr)2
−

γµ(cr + α)(cr − α)

r2(2αγχ + µr)
− 2β(r − 1) = 0.

Proposition 5 echoes Propositions 2 and 4 that education and enforcement are both required to

effectively deal with circumvention and that neither approach can do it on its own.

Theorem 5 When users face a non-zero marginal cost for circumvention, education and enforce-

ment act as substitutes in the entire circumvention region.

Theorem 5 shows that, even though the disappearance of the non-circumvention region now is quite

similar to what happens in the case of strategic hackers, the case of non-zero marginal cost is clearly

different. Unlike our earlier results, in this case, the complementarity region vanishes completely.

The broader takeaway is that, although x and y reinforce each other in reducing s, they are not

necessarily strategic complements. It is the context that ultimately decides the actual nature of

their interplay.

7 Other Considerations

We set up a parsimonious model to examine the role of education and enforcement in curbing

circumvention. In so doing, we made certain simplifying assumptions about the context. In this

section, we relax a couple of those assumptions and check robustness of our findings. Additional

details about these extensions are provided in the appendix.

7.1 Spillover Effects of Education and Enforcement

So far, we have assumed that education and enforcement impact the distribution of v in a very

distinct and isolated manner—education impacts only the variance and enforcement only the mean

of the distribution. However, it is possible that there is some indirect effect of enforcement on

the variance and of education on the mean. For example, when enforcement leads to sanctioning
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an employee, his co-workers might observe it and become more aware of organizational policies;

this could result in a reduction of the variance of v. Likewise, when an employee is made aware

of the potential fallouts of circumvention and ensuing business implications, his moral cost for

circumvention may increase, making circumvention appear costlier to the employee. In other words,

there could be spillover effects of education on the mean of v and of enforcement on its variance.

To investigate such a possibility, we now set:

v̄ =
a(x, y) + b(x, y)

2
= c − δx − y, and b(x, y)− a(x, y) =

2α

1 + x + εy
,

where δ, ε > 0 are the spillover parameters. In that case, the circumvention level becomes:

s(x, y) =
1

2
−

(1 + x + εy)(y + δx − c)

2α
.

Substituting this s(x, y) into the organization’s objective function and maximizing the latter, we

find that the (β, γ)-space again gets partitioned into three regions: (i) no-circumvention region,

(ii) circumvention region, and (iii) no-control region. Furthermore, irrespective of the values of

δ and ε, education and enforcement complement each other in the circumvention region and are

substitutes in the no-circumvention region.

7.2 Network Effect

It is also possible that users’ circumventing behavior exhibits some positive network effect. This is

because those who circumvent may influence others, with tips, tricks, and encouragement. Besides,

when co-workers get away with noncompliance of security policies, it may encourage others to try

it as well. In a fulfilled expectations equilibrium, we can find the fraction of circumventing users,

s(x, y), from the following equation:

s(x, y) =
1 + x

2α

(

α

1 + x
+ c − y + νs(x, y)

)

,

where ν > 0 is the network effect parameter. When solved, the above results in:

s(x, y) =
1

2
−

(1 + x)(y − c− ν
2 )

2α − ν(1 + x)
.
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Once again, this s(x, y) can be substituted into the organization’s objective function. Solving the

organization’s decision problem, we find that, similar to Proposition 1, the (β, γ)-space gets parti-

tioned into three regions. Also, similar to Theorem 1, we can show that education and enforcement

are complements in the circumvention region and substitutes in the no-circumvention region.

8 Managerial Implications

Security and assurance of IT have already taken the center-stage in an organization’s IT policy and

investment decisions. And, the issue of circumvention has simply added fuel to that fire. Typically,

the failure to secure technology using technology has made organizations throw more money at

acquiring even more technology (McGowan 2016). Our work shows that such a unidimensional

approach to security might be pointless, and the time has come to recognize that the users of IT

systems are often “the weakest link in information security” (Bulgurcu et al. 2010, p.523).

What implementable insights do we find? First, in Proposition 1, we see that there is a signif-

icant portion of the parameter space in which it may be optimal for the organization to tolerate

some level of circumvention. This certainly explains the situation observed in many organizations

today. Facing higher costs for education and enforcement, organizations often recognize the futility

in trying to eradicate circumvention fully. Later, in Theorems 2 and 4, we show that there could be

additional motivations for tolerating circumvention. Very interestingly, there could be incentives to

allow some level of circumvention to persist even when education and enforcement are not costly.

In particular, we show in Theorem 2 that, when hackers are strategic and specifically target vulner-

able organizations, tolerating some circumvention—that is, allowing some level of vulnerability—is

in fact optimal. This surprising result is a reminder that properly analyzing strategic interactions

between different stakeholders and making right investment decisions in the context of IT security

are perhaps best accomplished using game-theoretic concepts (Cavusoglu et al. 2008). The strategic

interaction of interest here is the one between an organization and hackers targeting it strategi-

cally. Recognizing that strategic hackers would scale down on their hacking efforts as circumvention

wanes, the organization may no longer feel the pressure to eradicate circumvention fully. As long

as the circumvention level can be controlled and kept sufficiently small, the declining threat from

hackers allows the organization to tolerate circumvention to an extent. The implication is clear.
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There is no need for the organization to get carried away in its anti-circumvention measures, and,

for an IT manager, some moderation is recommended when dealing with the issue. This same sen-

timent is echoed even when we extend our analysis to the case where users experience a marginal

circumvention cost. As shown in Theorem 4, there as well, the no-circumvention region disappears

completely. Overall, our research suggests that a zero-tolerance policy may not be appropriate in

the context of circumvention. Although addressing the issue is important and keeping it in control

should be a priority, overzealous enforcement efforts could easily be futile.

Second, in Proposition 2 and later in Propositions 4 and 5, we learn that neither approach to

curb circumvention dominates the other, and they work best in combination, not in isolation. It

is certainly important to raise the awareness level about security policies, their necessity and the

intended purpose, and the ramifications of circumventing them. However, organizations need not

immediately and fully shift their focus away from enforcement activities and adopt education as

the only anti-circumvention strategy. The role of education—creating awareness among users from

different walks—has long been recognized (Bowen et al. 2006, D’Arcy et al. 2009, Guttman and

Roback 1995, Wilson and Hash 2003). Likewise, the role of enforcement in deterring noncompliance

has also received considerable support (Straub and Nance 1990, Kankanhalli et al. 2003). Therefore,

our result essentially echoes those from prior research that circumvention is best addressed when

both the approaches are used in a judicious mix. Of course, this work, based on a positive modeling

experiment, does not shed much light on what a judicious mix should constitute, but it does

highlight some of its characteristics.

The most notable of the above characteristics—the non-monotonicity of x∗ with respect to γ or,

equivalently, the non-monotonicity of y∗ with respect to β, in Proposition 3—is quite counterintu-

itive. And, it has a clear, actionable implication. It tells us that the strategy an organization might

undertake in the face of circumvention can suddenly change once circumvention is eradicated. The

implication for a manager is as follows. When dealing with widespread user circumvention, the

organization must invest in both education and enforcement. As the investment in enforcement is

stepped up, the manager must also increase the investment in education to reap the full deterring

effect of enforcement. However, once the organization has achieved the desired level of mitigation

of user circumvention, the manager may relent in one of the two approaches; instead of pressing

on both fronts, the manager should now emphasize the cheaper of the two while substituting away
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from the more expensive one. Thus, an organization’s education and enforcement policies, along

with its broader security policies, need to evolve over time.

As discussed above, when strategic hackers are considered, the no-circumvention region dis-

appears, as it is then never optimal to fully eradicate circumvention. However, the insight that

education and enforcement are best viewed as complements in the face of widespread circumven-

tion, but as substitutes of each other after circumvention has been effectively dealt with, remains

applicable; see Theorem 3. In fact, this insight is quite robust and continues to hold even when

issues such as network effect are considered. Only in instances in which circumvention involves

a marginal cost borne by the user, does the problem get somewhat intuitive, with education and

enforcement becoming substitutes of each other across the entire parameter space. Overall, the

message seems quite clear. In many practical situations, facing severe threats from circumvention,

the manager should divide organizational resources between enforcement and education. However,

once circumvention dips to a sufficiently low level, the two approaches no longer complement each

other; each then becomes a substitute for the other. So, investing more in both in lockstep no

longer makes a good economic sense, and not recognizing this subtle point could lead the manager

to allocate resources inefficiently.

For easy side-by-side comparison, we now summarize the results from the basic and all the

extended model setups in Table 1. This table clearly highlights two of the main takeaways from

Table 1: A Summary of Results

Model Setting Model Results

Model Strategic Marginal Spill-over Network Circum- No Circum- Substi- Comple-
No. Hackers? Cost? Effect? Effect? vention? vention? tutes? ments?

1 No No No No Yes Yes Yes Yes

2 Yes No No No Yes No Yes Yes

3 No Yes No No Yes No Yes Yes

4 No No Yes No Yes Yes Yes Yes

5 No No No Yes Yes Yes Yes No

this exercise. First, there are situations under which the organization is better off tolerating some

circumvention and not eradicating it fully. Second, as anti-circumvention policies, education and

enforcement may act as strategic complements, or as strategic substitutes, depending on the actual

context.
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9 Conclusion

Deliberate circumvention by its employees can pose significant security risks to an organization. Our

work shows that investing in enforcement activities alone to mitigate such behavior could be futile,

especially if it is not accompanied by proper education to increase the level of awareness among

users. It has long been recognized that technology for the sake of technology does not work, and

creating awareness among users is an important direction towards effective security control (Blythe

et al. 2013, Bowen et al. 2006, D’Arcy et al. 2009). In recent times as well, there has been a

growing recognition among industry professionals of the key role played by user awareness and

training. Our results seem to echo this sentiment by highlighting the need to have appropriate

educational programs.

Although set up to investigate security circumvention by employees, it is difficult to ignore

the broader connotations of our work in a more general context. Indeed, as mentioned in the

introduction, the use of education and enforcement to counter noncompliance of a law or policy is

widespread, and the debate surrounding their relative efficacy has been a fundamental one. While

prior research has done a good job of looking at different aspects of this issue empirically, not much

attention has been placed on studying the joint economic impact of the two approaches in a holistic

manner. Our microeconomic framework can provide a template for such an investigation. Of course,

the model details would be somewhat different from one context to another, and the results may

also vary to an extent. However, we expect that the key insights from our exercise—(i) the presence

of noncompliance to some degree, (ii) the need to deploy education and enforcement together, and

(iii) the presence of some complementarity between them at high levels of noncompliance and

substitutability at low levels—to survive in many other real-world contexts.

Our basic model setup makes certain simplifying assumptions. For example, we assume that

the impacts of the two approaches, education and enforcement, on the distribution of users’ net

benefit are very distinct. One impacts the mean, while the other, the variance. This abstraction

is a simplification as, in reality, they both can influence the mean and variance at the same time.

Our extended analysis shows that, even if these second-order spillover effects are accounted for,

our earlier insights carry over. Similarly, our basic model does not consider the network effect that

might arise from circumventing users influencing other users to join the bandwagon. Our extended
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analysis again finds that the results remain qualitatively quite similar when such network effects

are taken into account.

There are a few limitations of this work. For example, we do not consider any budget constraints

in dealing with circumvention while, in practice, organizations often contend with limited budget

available for investing in education and enforcement. Also, in our setup, a user’s circumventing

behavior is considered to be dependent only on the education and enforcement levels. However,

in reality, such behavior is likely to be more dynamic. As users learn new tricks and gets more

information, it is quite possible that their behavior would change—some users may migrate from the

circumventing segment to the non-circumventing one and vice versa. As long as the two migrating

groups are about the same size, the expected level of circumvention would remain the same, so our

analysis would continue to hold. If these two groups evolve differently, however, our results may

over- or under-estimate this level. Without a rigorous analysis, it is difficult to speculate how that

might impact our results in a dynamic fashion. Despite these limitations, the purpose of this work

would be amply served if it has succeeded in drawing attention to the need for educating users in

the interconnected business environment of today. Perhaps, McGowan (2016) is correct when she

concludes, “Institutions cannot hesitate in the goal to educate their employees.”
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Proofs

Proofs of Propositions 1 and 2

Circumvention Region: Note that:

zx =
∂z

∂x
=

µ(y − c)

2α
− βx and zy =

∂z

∂y
=

µ(1 + x)

2α
− γy.

Simultaneously equating the derivatives above to zero leads to the following interior solution:

x∗ =
µ(µ − 2αcγ)

4α2βγ − µ2
and y∗ =

µ(2αβ − cµ)

4α2βγ − µ2
.

Since c < 0, the numerators in both the above expressions are positive. Therefore, the above interior solution

is valid only if 4α2βγ − µ2 > 0, or equivalently, if βγ − µ2

4α2 > 0. If not, we get the boundary solution of

x∗ = y∗ = 0.

Now, ∂2z
∂x2 = −β < 0, and ∂2z

∂x2 × ∂2z
∂y2 −

(

∂2z
∂x∂y

)2

= βγ − µ2

4α2 , which is positive whenever the interior

solution is valid. Therefore, the second-order condition is automatically satisfied for this solution.

The solution above assumes that s(x∗, y∗) ≥ 0 (that is, the condition s(x, y) ≥ 0 is not binding or barely

binding). Substituting the above x∗ and y∗, this condition can be expressed as

1

2
+

(

1 + µ(2αcγ−µ)
µ2

−4α2βγ

)(

c − µ(cµ−2αβ)
µ2

−4α2βγ

)

2α
≥ 0,

Solving the above as an equality, we get two roots for β:

β1 =
1

2α
×

µ3

γ (2α (γc2 + µ) − cµ) +
√

γ (γc2 + 2µ) (2αγc − µ)2
,

β2 =
1

2α
×

µ3

γ (2α (γc2 + µ) − cµ) −
√

γ (γc2 + 2µ) (2αγc − µ)2
.

Now, if γ > µ
2α(c+α)

, β2 > 0 and s(x∗, y∗) ≥ 0 becomes equivalent to β ≥ β2 or β ≤ β1 . On the other hand,

if γ ≤ µ
2α(c+α) or µ ≥ 2αγ(c + α), s(x∗, y∗) ≥ 0 becomes equivalent to β ≤ β1 because then β2 is negative.

However, the condition β ≤ β1 is always irrelevant. This is because β1 −
µ2

4α2γ
= µ2φ(µ), where

φ(µ) =
1

2α
×

µ

γ (2α (γc2 + µ) − cµ) +
√

γ (γc2 + 2µ) (2αγc − µ)2
−

1

4α2γ

is a decreasing function of µ, and at µ = 2αγ(c+α), φ(µ) equals − 1
8α2γ+4αcγ

. Therefore, for µ > 2αγ(c+α),

φ(µ) is negative, which in turn implies that β1 < µ2

4α2γ
. Now, if β < β1, we would have β < µ2

4α2γ
, which is

impossible since that would imply that x∗ and y∗ above are also negative.

Taken together, for the above x∗ and y∗ to provide a valid interior maximum, we must have β > h1(γ)

where h1(γ) is as defined in the proposition statement. Now, suppose β > h1(γ) and the interior maximum
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is valid. Then, the maximum value corresponding to this solution is:

z(x∗, y∗) =
8α2βγ − 4αβγ(α + c)µ +

(

β + γc2 − 2
)

µ2 + µ3

2(4α2βγ − µ2)
.

This value must exceed 0 for the control to be desirable. Since βγ > µ2

4α2 (necessary for x∗ and y∗ to be

positive), we require that

8α2βγ − 4αβγ(α + c)µ +
(

β + γc2 − 2
)

µ2 + µ3 ≥ 0,

which is equivalent to

β ≤
µ2

(

2 − γc2 − µ
)

8α2γ + µ2 − 4αγµ(c + α)
and 8α2γ + µ2 − 4αγµ(c + α) < 0, or

β ≥
µ2

(

2 − γc2 − µ
)

8α2γ + µ2 − 4αγµ(c + α)
and 8α2γ + µ2 − 4αγµ(c + α) > 0.

However, the second condition is irrelevant. Further, when 8α2γ + µ2 − 4αγµ(c + α) < 0, µ is between µ1

and µ2 where:

µ1 = 2α
(

γ(α + c) −
√

γ (γ(α + c)2 − 2)
)

and µ2 = 2α
(

γ(α + c) +
√

γ (γ(α + c)2 − 2)
)

.

Now, note that µ1 > (2 − γc2) because

(

2αγ(α + c) − (2 − γc2)
)2

− 4α2γ
(

γ(α + c)2 − 2
)

= (2 − γc(c + 2α))
2
.

Therefore, µ > µ1 implies that µ > (2 − γc2), which in turn implies that
µ2(2−γc2

−µ)
8α2γ+µ2

−4αγµ(c+α)
< 0. Since β

is a positive parameter, β ≥
µ2(2−γc2

−µ)
8α2γ+µ2

−4αγµ(c+α) would be trivially true. In other words, the only relevant

constraint is β ≤
µ2(2−γc2

−µ)
8α2γ+µ2

−4αγµ(c+α) , which is required when 8α2γ + µ2 − 4αγµ(c + α) < 0. Recognizing

that 8α2γ + µ2 − 4αγµ(c + α) = 4αγ(cµ + α(µ − 2)) − µ2, it becomes obvious that we need β ≤ h2(γ) for

the interior solution to be superior to not having any control in place whatsoever.

Altogether, it is clear that {x∗, y∗} is both valid and optimal when h1(γ) ≤ β ≤ h2(γ).

No-Circumvention Region: It is clear from the above that no interior solution exists when β < h1(γ).

Therefore, s(x, y) = 0 must bind. This leads to y = c + α
1+x

. Substituting this into z and taking the first

order condition with respect to x, we get

zx =
∂z

∂x
=

αγ(c(1 + x) + α)

(1 + x)3
− xβ = 0.

This equation above can be rewritten as φ(r) = r4β − βr3 − αcγr − α2γ = 0, where r = 1 + x. The

discriminant of φ(r) can be expressed as

−α3β2γ2
(

27αβ2 + 2
(

2c2(c + α) − 5cα(c− α) + 91α2(c + α) + 37α3
)

βγ + 27c4αγ2
)

.

Since c < 0 and c + α > 0, this discriminant is negative. Therefore, there are two real roots. Now, since

φ(r) goes to ∞ when either r → −∞ or r → ∞, and φ(r) is negative when r = 0, it is immediate that there

is only one positive real root. It is to verify that this real root provides the solution to the optimization



37

problem when s(x, y) = 0 is binding.

No Control Region: As discussed above, the interior solution is clearly inferior to doing nothing when

β > h2(γ).

Proof of Proposition 3

Circumvention Region: In this region:

∂x∗

∂β
=

4α2γµ(2αcγ−µ)

(4α2βγ − µ2)
2 ,

∂x∗

∂γ
=

2αµ2(cµ−2αβ)

(4α2βγ − µ2)
2 ,

∂y∗

∂β
=

2αµ2(2αcγ−µ)

(4α2βγ − µ2)
2 , and

∂y∗

∂γ
=

4α2βµ(cµ−2αβ)

(4α2βγ − µ2)
2 .

Since c < 0, all these derivatives are negative.

No-Circumvention Region: We use the implicit function theorem:

∂x∗

∂β
= −

∂zx

∂β

∣

∣

∣

x=x∗

∂zx

∂x

∣

∣

x=x∗

,

where x∗ solves zx = ∂z
∂x

= 0. Now, recall from the proof of Proposition 1 that zx =
αγ(c(1+x)+α)

(1+x)3 −xβ, which

means that ∂zx

∂β

∣

∣

∣

x=x∗
= −x∗ < 0. Further, ∂zx

∂x

∣

∣

x=x∗
is negative because x∗ must satisfy the second-order

condition for it to be a maximum. Hence, ∂x∗

∂β
must be negative.

Recall that s(x, y) = 0 binds in the no-circumvention region, implying that y∗ = c + α
x∗+1

. Since ∂x∗

∂β
is

negative, ∂y∗

∂β
ought to be positive.

Also, from the implicit function theorem, we can also find that:

∂x∗

∂γ
= −

∂zx

∂γ

∣

∣

∣

x=x∗

∂zx

∂x

∣

∣

x=x∗

.

Further, it follows from the first-order condition that
αγ(c(1+x∗)+α)

(x∗+1)3 − βx∗ = 0. Therefore, ∂zx

∂γ

∣

∣

∣

x=x∗
=

α(c(1+x∗)+α)
(x∗+1)3 = βx∗

γ
> 0. Also, ∂zx

∂x

∣

∣

x=x∗
is negative because x∗ is a maximum. Hence, ∂x∗

∂γ
must be positive

in the circumvention region.

Since y∗ = c + α
x∗+1 holds in the no-circumvention region, and since ∂x∗

∂γ
is positive there, ∂y∗

∂γ
ought to

be negative.

No-Control Region: The optimal x and y are both zero in the no-control region, and β and γ have no

impact on these optimal values.

Proof of Theorem 1

Circumvention Region: Taking derivative of the organization’s objective function, z, with respect to x

and y, we find that:
∂2z

∂x∂y
=

µ

2α
> 0.

From Theorem 10.4 in (Sundaram 1996, p.257), we know that z is supermodular in x and y. Then, from

Theorem 10.6 in (Sundaram 1996, p.258), we can see that x∗ and y∗ always increase or decrease together,

making them complements of each other.
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No-Circumvention Region: In this region, s(x, y) = 0 implying that y∗ = c + α
x∗+1 . It is clearly visible

from this relationship that y∗ decreases with x∗ and vice versa.

Proof of Lemma 1

This lemma follows from the direct substitution of the damage caused by hackers into the organization’s net

benefit from the control.

Proof of Theorem 2

The no-circumvention outcome in Proposition 1 is a boundary solution and applies only to the region where

the interior solution violates the constraint that s(x, y) ≥ 0. However, this constraint is never violated when

hackers are strategic. To prove it, assume that there exists an interior solution (x̂, ŷ) to the organization’s

decision problem with s(x̂, ŷ) < 0. Then:

∂z

∂x

∣

∣

∣

∣

x=x̂,y=ŷ

=
µ2(ŷ − c)s(x̂, ŷ)

αη
− βx̂ and

∂z

∂y

∣

∣

∣

∣

x=x̂,y=ŷ

=
µ2(1 + x̂)s(x̂, ŷ)

αη
− γŷ.

Since c < 0 and s(x̂, ŷ) < 0, it is easy to see that the partial derivatives above are both negative, contradicting

our assumption that (x̂, ŷ) is an interior solution. Therefore, all interior solutions automatically abide by the

constraint s(x, y) ≥ 0, and the corner solution of no circumvention is subsumed by an interior solution.

Proof of Proposition 4

Since ∂2z
∂y2 = −γ−

µ2(1+x)2

2α2η
< 0, for any given x > 0, we can solve the first order condition, ∂z

∂y
= 0, to obtain:

y∗ =
µ2 (1 + x) (c (1 + x) + α)

2α2γη + µ2 (1 + x)
2 .

Substituting this into the profit function, we get:

z =
µ2(1 + x)2

(

2 − βx2 − c2γ
)

− 2cαγµ2(1 + x) − α2γ
(

µ2 − 2η
(

2 − βx2
))

2 (2α2γη + µ2(1 + x)2)
.

Now, solving the first order condition with respect to x, we get the desired result.

Proof of Theorem 3

According to Theorems 10.4 and 10.6 in (Sundaram 1996, pp.257–258), ∂2z
∂x∂y

must be positive for x and y

to be complements; if not, they will be substitutes. Now

∂2z

∂x∂y
=

α − 2(1 + x)(y − c)

2α2η
.

Therefore, the sign of the cross-derivative above is the same as that of (α − 2(1 + x)(y − c)). Therefore,

in equilibrium, α − 2(1 + x∗)(y∗ − c) = 0 becomes the boundary separating the complementarity and

substitutability regions. The theorem follows.
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Proof of Lemma 2

This result follows from the direct substitution of the circumvention damage into the organization’s net

benefit from the control.

Proof of Theorem 4

The no-circumvention outcome in Proposition 1 is a boundary solution and applies only to the region where

the interior solution violates the constraint that s(x, y) ≥ 0. However, this constraint is never violated when

users have a marginal cost for circumvention. To prove it, assume that there exists an interior solution (x̂, ŷ)

with s(x̂, ŷ) < 0. Now, since c < 0, s(x̂, ŷ) is negative if and only if −(1+x)(c−y) > α or (1+x)2(c−y)2 > α2.

Then:

∂z

∂x

∣

∣

∣

∣

x=x̂,y=ŷ

= −
µ

(

(1 + x̂)2(c − ŷ)2 − α2
)

4αχ(1 + x̂)2
− βx̂ < 0 and

∂z

∂y

∣

∣

∣

∣

x=x̂,y=ŷ

=
µ ((1 + x̂)(c − ŷ) + α)

2αχ
− γŷ < 0.

Since the partial derivatives are both negative, they provide a contradiction to our assumption that (x̂, ŷ) is

an interior solution. Therefore, all interior solutions automatically abide by the constraint s(x, y) ≥ 0, and

the corner solution of no-circumvention disappears.

Proof of Proposition 5

Since ∂2z
∂y2 = −γ − µ(1+x)

2αχ
< 0, for any given x > 0, we can solve the first order condition, ∂z

∂y
= 0, to obtain:

y∗ =
µ (c (1 + x) + α)

2αγχ + µ (1 + x)
.

Substituting this into the profit function and solving the first order condition with respect to x, we get the

desired result.

Proof of Theorem 5

According to Theorems 10.4 and 10.6 in (Sundaram 1996, pp.257–258), ∂2z
∂x∂y

must be positive for x and y

to be complements; if not, they will be substitutes. Now, since

∂2z

∂x∂y
= −

µ(y − c)

2αχ
< 0,

the result follows.

Additional Technical Details

Spillover Effects of Education and Entertainment

In this case, s(x, y) = 1
2
− (1+x+εy)(y+δx−c)

2α
, which can be substituted into:

z =

(

1 − µs(x, y) −
βx2

2
−

γy2

2

)

.
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Therefore, in the circumvention region, we get:

∂2z

∂x∂y
=

µ(1 + δε)

2α
> 0.

According to Theorems 10.4 and 10.6 in (Sundaram 1996, pp.257–258), we can see that x and y are always

complements in the circumvention region.

In the no-circumvention region, s(x, y) = 0, which implies that this boundary solution must abide by:

y =

√

(1 + x(1 − δε) + cε)2 + 4αε− (1 + x(1 + δε) − cε)

2ε
.

After some algebra, we can show that the right hand side of the above expression is a decreasing function of

x, making x and y substitutes for each other in this region.

Network Effect

In this case, s(x, y) = 1
2
−

(1+x)(y−c−ν

2
)

2α−ν(1+x)
, which is then be substituted into z =

(

1 − µs(x, y) − βx2

2
− γy2

2

)

.

In the circumvention region, therefore:

∂2z

∂x∂y
=

2αµ

(2α − ν(1 + x))2
> 0.

Then, using Theorems 10.4 and 10.6 in (Sundaram 1996, pp.257–258), we can see that x and y are always

complements in the circumvention region.

In the no-circumvention region, s(x, y) = 0, which implies that this boundary solution must abide by:

y = c +
α

1 + x
,

clearly indicating substitutability between x and y in this region. Viewed alternatively, when s(x, y) = 0,

the network effect disappears, and we get back the result of the basic model.


